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Abstract

The research aims to enhance the concepts and applications of cyber security in the
activities of information systems and reveal the reality of the cyber security system
applied in the Center for Information Systems and Computers of the Ministry of
Military Production and determine the extent of the institution's compliance with
cyber security controls and then determine what are the steps that must be taken by
the institution to improve the cyber security system. .Both the descriptive approach,
the explanatory approach, and an exploratory case study were used.The research
relied on checklist that was used as a tool to collect data from individuals and

descriptive statistical analysis methods.

The research concluded a number of results, the most important of which were:

e The Corporation complies with an intermediate level of cyber security organizational,

administrative, and technical practices in accordance with ISO / IEC 27032: 2013 cyber

security controls and standards.

e The Corporation applies a specific system of cyber security, which is ISO / IEC
27032: 2013.

e |dentify security controls and security practices that need to be improved in order
to improve the organization's readiness to implement cyber security.

e Develop an appropriate evaluation framework to assess the level of compliance

with cyber security controls.
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