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Abstract

This study examined the reality of cybersecurity and the effectiveness of measures
implemented within small and medium-sized technology enterprises (SMEs) in Cairo. The
study originated from the problem that these companies constitute the weakest link in digital
supply chains due to limited resources, lack of legal compliance, and the existence of a gap
between theoretical risk perception and its translation into actual security practices. The study
relied on the applied descriptive-analytical curriculum, through a study that included a sample
of 30 companies operating in the field of digital technology in Cairo. It utilized questionnaires
and interviews as tools for data collection and to analyze the gaps between practical reality and

international standard requirements.

The results revealed a clear procedural deficiency resulting from the absence of financial and
human resources dedicated to cybersecurity and the disregard for legal compliance, which
exposes these companies to high cyber risks. In light of this, the study presented a preliminary
practical framework specifically designed for SMEs that combines the requirements of the
Egyptian Data Protection Law No. 151 of 2020 with approved international standards. The
study recommended the necessity of issuing a documentary credit for the cybersecurity
procedures of companies through a digital interaction platform affiliated with the cybersecurity
regulatory authorities (National Telecommunications Regulatory Authority) in Egypt, relying
on artificial intelligence to simplify assessment and auditing processes and grant compliance
certificates. It also recommended allocating no less than 1% of the companies' annual budget
to cybersecurity and activating hybrid training programs focusing on protection, response, and
recovery skills, with the aim of transforming cybersecurity from a financial burden into a
sustainable competitive advantage that enhances customer confidence and business continuity

in the Egyptian market.

Keywords: Cybersecurity, Cyber Threats, Small and Medium-sized Enterprises (SMEs).
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